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 Abstract 
This paper focuses on the server module of a newly developed 
system. This system has been designed to continuously monitor 
the grounding resistance of Electrostatic Discharge (ESD) 
protection equipment - an essential factor in ensuring reliability 
in modern electronics manufacturing where ESD-sensitive 
components are handled. The system’s real-time monitoring and 
logging capabilities enable early detection of grounding issues, 
thereby minimizing the risk of ESD-related failures. The complete 
system consists of several workbench modules and a central 
server module. Communication between these modules is 
implemented using MQTT and JSON technologies. The server 
module runs on a Raspberry Pi with a Linux-based operating 
system; both its hardware and software components are briefly 
presented in this paper. The paper begins with an overview of 
ESD protection and its importance in electronics manufacturing 
and concludes with practical examples demonstrating how the 
technologies employed in this system can be applied in real-
world production environments. 

1 Introduction  

Electrostatic discharge (ESD) poses a significant risk to sensitive electronic components, 
particularly complex semiconductors [1]. Uncontrolled ESD events can result in serious damage, 
leading to functional failures in electronic devices and decreased reliability in both products and 
production processes. The international standard IEC 61340 Parts 1 to 6 outlines the general 
requirements and measurement methods for ESD, as well as standardized procedures for testing 
ESD protection equipment, tools, and environments [2]. 

Typical ESD test protocols recommend daily testing of commonly used protective devices, 
such as wrist straps. However, if continuous ESD monitoring is implemented, daily testing may be 
unnecessary [3] in certain conditions. To address these requirements, this paper proposes a 
continuous ESD ground monitoring system, focusing on the server module (see Figure 2), designed 
to automate the verification of grounding integrity and reduce dependence on manual checks. 
Effective ESD protection begins with a fundamental goal: equalizing the electric potential across all 
conductive elements in a workspace to prevent static charge accumulation [4]. This is achieved by 
employing materials that dissipate electrical charges, while also ensuring that all components and 
personnel are properly grounded. The materials used for this purpose are classified based on their 
electrical resistance properties. 

Conductive materials, as defined in IEC 61340-2-3, have resistance values below 10 kΩ [5], 
making it possible for them to rapidly transfer electrical charges. Dissipative materials, in contrast, 
have resistance values ranging from 104 to 1010 Ω [6], allowing for controlled discharge of static 
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electricity without inducing high current flow. Materials with resistance above this range are 
considered insulators and are unsuitable for ESD protection most of the time.  

While conductive materials allow for fast charge dissipation, this can also lead to fast current 
surges that may damage sensitive electronic components. To decrease the rate of dissipation, the 
industry commonly incorporates 1 MΩ resistors in grounding paths when connecting equipment or 
personnel to a common ground potential [7]. This resistance value limits current peaks while still 
allowing charge equalization. Proper selection and configuration of grounding materials are therefore 
essential not only for effective ESD control but also for ensuring the safety and longevity of delicate 
semiconductor devices.  

 

 

Figure1. Typical ESD safe workbench (Example) [8] 

The most accepted upper resistance limit for ESD wrist straps is 35MΩ [9], therefore the 
resistance range from 1MΩ to 35MΩ is the best for dissipating static electricity. A typical ESD safe 
workbench can be seen in Figure 1. 

Most common equipment that may require constant monitoring includes wrist straps, antistatic 
mats and, fixed tools such as soldering station or test instruments. The common grounding point is 
usually connected to the equipotential bonding system (EPB) of the building. When implementing 
ESD protection in a manufacturing facility, it may be necessary to customize the standard program 
for the specific workplace. One way to achieve such customization is by designing ESD protective 
measures based on ESD risk analysis, which takes into account possible sources of risks and their 
consequences regarding the type of workplace [10]. 

The optimization brings positive impacts in both technical and economic aspects. Reference 
[11] indicates that without established process control, actions targeting only the environment do not 
provide adequate ESD protection. The use of grounding as a means of reducing the accumulation 
of static charge and the presence of electric fields in the manufacturing environment is an effective 
and essential part of damage control [12]. ESD events can be detected by specialized high-speed 
electronics, such as the one described in [13], which detects high-frequency transient signals up to 
450 MHz. 

Wrist straps are used to safely dissipate static voltage build-up on a person and are considered 
an important static control product [14]. The level of static voltage that can build up on a person 
depends on several factors, including the material of clothes, the intensity of movement and the air 
humidity. The human body can generate static voltage by walking on a carpet as high as 2.5kV at 
70% relative humidity, or 30kV at 20% relative humidity [4]. This amount of static voltage can easily 
damage sensitive electronics, highlighting the importance of personal grounding using a wrist strap. 
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2 Monitoring system design 

The ground monitoring system presented in this paper consists of two parts: (i) several 
workbench modules to continuously monitor ESD ground resistance, and (ii) a central server module 
to collect, store and present measured data. This paper focuses on the central (server) module. The 
system architecture can be seen in Figure 2. The workbench modules are connected to the server 
module using WiFi technology, which may use either an existing or dedicated WiFi network for this 
application. 

 

Figure 2. ESD ground monitoring system architecture 

The server module is equipped with a wired network connection for integration with the user's 
local network. This enables the separation of the factory local network from the IoT network. By 
utilizing the LAN connection, the system can be monitored remotely from a PC or tablet. The 
workbench module is described in detail in another paper [15]. Its main functions are to measure the 
ESD grounding resistance, raise an alarm if the resistance exceeds a preset limit, and send the 
resistance values to the server. 

 The server module is based on Raspberry Compute Module 5 (CM5), which is a compact, 
high-performance system-on-module (SoM) designed for industrial and embedded applications. It 
has a quad-core 64-bit ARM Cortex-A76 processor, 4GB RAM and 32GB eMMC flash memory and 
wired and wireless connection including WiFi and Bluetooth 5.0. The main connector is two 100 pin 
high-density board-to-board mezzanine connector with 0.4 mm pitch from the Hirose DF40 series.  

 Raspberry module is widely used in industry and in scientific research also. It is successfully 
used in applications like CNC machine control [16], remote-controlled vehicle [17] or human 
detection [18]. The main factors why it is so popular are the low price, flexible and feature-rich 
hardware, Linux based open software, built-in wireless connectivity, and massive global community 
[19]. 

 

3 Hardware development 

The main functions of the Raspberry Pi–based server module are (i) collect measurement data 
from workbenches via WiFi connection, (ii) process and store the data for statistical analysis and (iii) 
host the user interface. Since Raspberry CM5 runs Linux operation system, a sudden power loss 
may lead to data loss or file system corruption. To mitigate this risk, a dedicated uninterruptible 
power supply (UPS) is implemented to ensure a safe shutdown of the Raspberry Pi in the event of 
power loss. The operating system requires approximately 30 seconds to shut down safely, therefore 
the UPS must be capable of supplying power for at least 45 seconds. A supervisory microcontroller 
(MCU) monitors the status of the UPS circuit and issues a shutdown signal to the Raspberry Pi when 
a power failure is detected. At startup, the MCU also blocks the Raspberry Pi from booting until the 
UPS has enough stored energy to support a future safe shutdown. The UPS is based on 
supercapacitors, which are ideal for applications where frequent, short-duration backup is needed. 
It charges within tens of seconds, supports millions of cycles before degradation, and is more 
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environmentally friendly and compact than battery-based solutions. The block diagram of the UPS 
can be seen in Figure 3. 

 

 

Figure 3. Block diagram of the UPS designed to protect Raspberry from power loss 

The three supercapacitors are connected in series to provide a higher voltage for the DC-DC 
converter. A typical supercapacitor has a 2.7V voltage rating, in this design, the BCAP0025-P270-
S12 is selected from Maxwell Technologies. It is a 25F / 2.7V component, with continuous discharge 
current rating of up to 3.7A [20], ideal for this application. In a series configuration, variations in 
capacitance or insulation resistance caused by manufacturing tolerances or aging can lead to 
uneven voltage distribution across the capacitors, potentially exceeding their voltage rating. 
Therefore, a balancing circuit (voltage equalizer) is required to prevent accelerated aging or damage 
of the capacitor cell [21]. The literature [22] categorizes balancing strategies by different properties 
like: 

- energy dissipative behaviour 
- balancing speed 
- the type of technology that is used or 
- pricing 

Active balancing involves the use of actively controlled switches or amplifying systems, 
whereas passive balancing relies on shunts or self-regulating resistors to mitigate overvoltage. 
Compared to passive balancing, active balancing is faster and more energy-efficient, but also more 
expensive. In this paper, an active balancing circuit is implemented, the circuit schematic is shown 
in Figure 4. 

 

Figure 4. Schematic of supercapacitor balancing circuit 
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It can be seen, that a three-resistor voltage divider is used to evenly divide the input voltage to 
the required voltage level. This voltage signal is then fed into a buffer circuit composed of an 
operational amplifier. The primary requirement for the op-amp is to have high output current, so the 
MIC7122YMM from Microchip Technology is selected. 

The output of the supercapacitor bank is connected to a DC-DC converter that provides a 
stable 5V supply for the RPi CM5. The maximum output current is set to 3 A. The DC-DC controller 
used is the LM3488 from Texas Instruments, a versatile low-side N-FET, high performance controller 
for switching regulators. The LM3488 includes thermal shutdown, short-circuit protection, and 
overvoltage protection, making it a robust solution for embedded applications. The circuit diagram of 
the DC-DC converter is shown in Figure 6. 

 

Figure 5. UPS supervisor microcontroller circuit 

The external voltage is constantly monitored by a microcontroller (MCU), which can start/stop 
the RPi CM5 through its PWR_BUTTON input pin, as Figure 5 shows. 

 A UART serial communication is also implemented between RPi and MCU to make it possible 
to display diagnostic information about the UPS sub-circuit. 

 

Figure 6. Schematic of the DC-DC converter of UPS 

The RPi CM5 itself has an on-board u.FL RF connector for wireless antenna connection. The 
wired LAN connection is also designed using ARJM11D7-009-AB-EW2 MagJack as described in the 
datasheet of the RPi CM5 [23]. A coin cell battery holder is also added to support the on-board real-
time clock (RTC). 
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Once the schematic was finalized, the PCB was designed on standard two-layer FR4 board. 
The 3D model of the hardware is shown in Figure 7. The PCB fits into a Hammond 1455J602 
aluminium enclosure, which is equipped with a 20x20mm FAN in order to keep the internal 
temperature on a moderate level. Since the RPi CM5 can dissipate significant heat—reaching 50–
60°C even under light load—overheating is mitigated by monitoring the internal temperature via an 
LMT87 sensor. The MCU controls the fan based on this sensor data. 

 

Figure 7. 3D model of the server module electronics 

 

4 Software environment 

 
The Raspberry Pi in the server module runs Raspberry Pi OS, a Debian Linux-based operating 

system and the official OS for RPi CM5. While Raspberry Pi OS is typically installed on an SD card, 
the RPi CM5 instead uses internal eMMC storage as its primary memory. The same imaging tool 
can be used with the RPi CM5, but the module must first be booted into upload mode. In this mode, 
it can be connected to a PC via USB and will appear as a mass storage device, allowing the OS 
image to be written directly to the eMMC. After the OS is uploaded and the RPi CM5 restarted in 
normal mode. Afterward, SSH can be used to access the device over a wired or wireless LAN. 

The main tasks of the server module are (i) manage the MQTT connection with the workbench 
modules and (ii) host the user interface. The data received from the workbench modules is stored in 
a MySQL database, which is provided through the MariaDB package and is installed using the 
Advanced Package Tool (APT) library (apt-get) of the operating system. The Mosquitto Broker 
package, which provides the MQTT server, is installed in the same way. 

Designed for Internet of Things (IoT) applications, MQTT (Message Queuing Telemetry 
Transport) is a lightweight messaging protocol based on the publish–subscribe model. It is 
particularly well-suited for environments with limited resources and low-bandwidth connectivity. 
Instead of direct device-to-device communication, MQTT allows devices to publish messages to 
designated topics, while other devices subscribe to those topics to receive relevant information 
efficiently [24]. A key concern with MQTT is security, as the protocol does not include built-in 
encryption mechanism. Studies [e.g., 25] show that botnet and IoT-based attacks can overload 
MQTT servers through excessive connection attempts, disrupting system operation. The MQTT 
protocol is widely used in cloud integration of industrial IoT systems. [26] provides a comprehensive 
survey of cloud-based IoT architectures and security models, highlighting how the rapid adoption of 
cloud computing has improved industrial capabilities, while introducing significant security 
challenges across certain domains. 

 The Mosquitto MQTT broker receives data packages from the workbench modules, which 
are then stored in a MySQL database using a custom Python script. The script processes the MQTT 
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data, checks for errors, and inserts the valid entries into the database [see Figure 8]. It is configured 
to run as a background service, allowing the operating system to monitor it and automatically restart 
in case it is not running. 

 

Figure 8. Software technologies used in server module 

The MQTT messages use JSON (JavaScript Object Notation) objects, which helps standardize 
communication. JSON is a text-based format for representing structured data and is widely used in 
IoT systems for data exchange between devices and applications. To improve system security, the 
JSON payloads can be encrypted using AES-128 encryption. This ensures data confidentiality and 
reduces the risk of interception or tampering on unsecured networks. JSON is a widely used as a 
data format, used for example in [27] for storing data in machine learning. 

 To host the user interface, Apache webserver, php and phpMyAdmin are installed. The user 
interface can be accessed from any modern device capable of running a web browser. Although 
initial testing of the user interface has begun, it is not yet finalized and may be completed as a future 
student project. Access control should also be implemented to protect both the collected data and 
the system settings. 

 

5 Conclusion and summary 

Electrostatic discharge (ESD) has been recognized as a significant source of damage to 
unprotected electronic components and assemblies for more than 40 years. A fundamental approach 
to ESD protection is grounding, which safely dissipates potential differences. To ensure 
effectiveness, grounding systems must be tested regularly. While floors, mats, and equipment are 
typically checked annually, daily-use items such as wrist straps should be tested each day. However, 
daily manual testing introduces the risk of human error and oversight. Continuous ground monitoring 
can mitigate these issues and provide more consistent protection. 

This paper describes the design and prototyping of a continuous ESD ground monitoring 
system. The system consists of a central server module and multiple workbench modules; this paper 
focuses on the server module. To enable remote monitoring from a PC or tablet, the server module 
connects to the user’s LAN through a wired network. This configuration separates the user interface 
from the IoT network, allowing secure and efficient integration with local infrastructure. Wireless 
communication is performed via Wi-Fi using MQTT and JSON technologies. The server runs 
Raspberry Pi OS, a Debian-based Linux system, and uses Python scripts to process incoming data 
and store it in a MySQL database. 

A prototype has been built and tested to demonstrate the feasibility of the concept. The system 
provides several practical contributions to ESD monitoring and industrial IoT. Unlike conventional 
ESD compliance methods that rely on manual daily testing, this solution enables fully automated, 
real-time monitoring of grounding resistance using custom electronics. The use of the Raspberry Pi 
Compute Module 5 (RPi CM5), combined with a custom-designed supercapacitor-based 
uninterruptible power supply (UPS), ensures high reliability and protection against data loss during 
power interruptions—an aspect often overlooked in similar systems. The development process offers 
participating students valuable experience in product design and hands-on exposure to a range of 
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IoT technologies. By involving students in the creation and testing of the system, the project also 
serves as an educational platform that fosters practical skills and encourages future innovation in 
IoT-based manufacturing solutions. 
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